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What are we talking about?

\

Unauthorized users gaining access
to digital materials through ILL ~
Systems.
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What brought this up?

This talk was prompted by real life events and conversations
on the ILL-L ListServ in Spring 2018. We realized that
several of our colleagues had similar experiences, but hadn’t
had the outlet to discuss them.

So let’s discuss.
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Overview

We’'ll be looking at this from a few angles

RSCT

Motivations for our patrons to use other resources
Implications to the library

Real examples of pirates trying to use our library
systems

What we can do about this
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Motivations



Why are our patrons going to piracy?
e How many clicks does it take to get to the center of a
library resource?

Searchbox> Database> PubMed>
ScienceDirect> ERIC> DOI> PMID>
Citation> Click for Full Text> Click for
PDF > Download> Paywall (or do you
have it through another database and
have to start all over)
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Why are our users going to piracy?
e Do they even know about ILL?

e |tis often faster than using ILL =

e They don’t know/care that it's wrong.
o Remember Napster/LimeWire?
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Why are users donating logins?

e Damn the man
e Guerilla Open Access (OA)

e Robin Hood

imgflip.com
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Why are people stealing logins?

Stolen papers

Stealing logins, to steal the which are Stealing
papers so the people whose being used by Logins

. patrons whose  from patrons
logins they stole can get the logins were

papers easier. stolen
im's
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Implications



What are we protecting?

e Patrons

O Sharing or stolen credentials might be used on other sites or for
access to things like Bursar accounts (in ed), patient records (in
healthcare), or other personal information in general.
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What are we protecting?

e Institutions from lawsuits - Compromised accounts open
us to the threat of lawsuits. FERPA (education), HIPPA
(healthcare), Publishers, etc.

® |icense agreements from publishers - It's part of our
agreements with publishers to limit access to authorized

users.
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What are we protecting against?

e Devalues the importance for expanded (legitimate) OA
and OER (Open Education Resources).

o How can we get students and patrons to listen when they feel
that they don’t need to use legitimate channels to get PDFs?
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What are we protecting against?

e Devalues our departments
o How can we know what resources are used when they

circumvent us?
o How can we fight for more money/staff for our departments when

the numbers don’t back us up?
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Examples of what we
are talking about



Patron side

General patron id theft through:

* Phishing emails M Library Accoun
° DlCthnary AttaCkS If you are not able to login, please contact kibrary helpdesk@shu edu for iImmediate assistance

If you have any questions please check with the library in question from the following list
hitps /Mibrary shu eduwibrary/contact-us

You can view the library’s fines pohaes at hitps /Mibrary shu edu/ibrary

Main Library

The Seton Hall Uneversity of Wellington s a charitable body,
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Emails to Ask-a-Librarian
Look at the emall add reSS. From: MSKCC Cancer Center Library via MSKCC Cancer Center Library

Sent: 12/10/2018 6:06 AM

qq'Com? That’S nOt uS TJo: 2PDL_MIS Ask Librarian

Subject: Reguest from ask-a-librarian
Submistted on Monday, December 10, 2018 - 0606
First Name Hoog
Last Name: ywrong
' Department NanChang Univerwty

Phone: 15779680898
Email 197661788 @qq com

Status  Student
i\ Question: Hello, | am taking the hiberty to bother vou. | need the full text
,SHE nnESHT WE" ﬁn “Eni of this artacle——Takashuma N and H. Murata (2013) "Quantitatzve and

qualitative evaluation of the quality of life of patients with gastne cancer
up to 2 months after gastrectomy " Tokyo Jikedka Medacal Joumal 128(1)
25.34_ Could you help me"Thank you very much
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Check your flags

. The email address and the S ——— e —
username did not match up.

- The email address wasnteven =
in the right format foran MSK =~~~

Sutect Seuewied D Dubowred Decromcaly

Smr s G,

u A e Pt s et has e ceomnnd e rocemed by P beterite wy Lo S
erT]aI o
- -

« Further delving revealed the o

e e P S by g o s B acmad ol M S b o0 g M) rd o Be Ve sy Aacmad & e’ apton $om s man e

actual user had left MSK SR e

Sam Pe e name 1 apen e K0P

several years ago! -
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Imposters and Pretenders

e Librarian Pretenders
o creating accounts on other libraries’ legacy ILLiad
websites; fake OCLC Codes; contacting your vendors
under fake accounts

e Patron Pretender Christian Bull

This is/was/will be a game of whack-a-mole.
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What can we do?



Collaborating

ILL doesn’t exist in a bubble (even if

people don’t understand what we do)
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Within the library

e Acquisitions \ Electronic Resources

o Have they had an increase in DDA (Demand Driven Acquisitions)
or PDA (Patron Driven Acquisitions) purchases for ebooks? Are

they checking?
o Have vendors locked IPs from the institution because of
suspicious activity?
e Internal IT Departments
o Have they seen strange login patterns?
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Within your institution

e Your IT Departments
o Do you/How do you report phishing attempts? or compromised
accounts?
o How long are your logins active once a patrons is not at your
institution?
e Other Departments within your institution
o For example, Lawyers
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Vendors and publishers

e How do we push publishers and vendors to make their
websites easier for patrons to navigate or use?
e \What do we require from our vendors for security?
o Report your attacks to vendors so they are aware and can patch
e Vendors are also not immune to these issues. DoS attack
on OCLC in July 2018, LoC in 2016.
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With each other

e “Please scan chapter in color”

e Are we sharing our experiences with each other?

o ListServs and Facebook groups

o Atlas Best Practices Blog & OCLC Community Center
e All comes down to communicating

o With other libraries when we have questions

o With each other to report phishing attacks to listserv,
reporting issues you have come across like Christian Bull
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Every other flipping thing | have to do
e \We are taught not to ask patrons why they might need a
material but what if it helps solve this problem?

e Unmediated requesting can make life easier, but also
makes this harder to catch.

e Dangers of processing while your brain is on auto-pilot
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Promoting ILL



Developing better workflows

e Monitoring your “Requests Sent” queue against OCLC
and Docline.
o Sort by date and follow up
e Are you treating Book Loan and Article requests with the
same level of attention?
o Can we adjust workflows to get articles faster?

e Advocating for more staff.
o (Can someone be cross-trained?
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Seeing a need, filling a need

e 3urvey your user base to determine their needs.

e Look from a patron point of view.
o Or even from our point of view.

RSC19 g6nrerence soctcrscio



Patrons, Patrons, Patrons

e Using approachable language.
o Speak to your non-librarian friends and colleagues to get an
outside point of view.

e \We are not often on the front lines with patrons, how do
we educate our coworkers to talk about ILL?
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Now What?



Let’s all go hide in our bunkers

No, not really.
e This talk is not about shaming or scaring anyone.

e \We need to think about what we would do in some of
these situations. And make a plan for when these things

happen to you.
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Suggestions

We really can't tell you what is best for your institution, but
these are some actions that will help us all:

Monitor Your Queues and Flags

Talk to Coworkers & Know What is Going
Make a Plan

Report

RSC19 Sonkerence socterscio ®ocLc



Resources and References

Scholarly Kitchen covers this pretty often
ILL-L Listserv

ILLers Facebook Group

ILL Regional Meetups

Conferences!

Special Interest Groups (SIGs)
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...Resources and References

e Bohannon, J. (2016). Who's downloading pirated papers? Everyone.
Science, 352(6285),508-512.

e Bjork, B. C. (2017). Gold, green, and black open access. Learned
Publishing, 30(2).
e Gardner, C. C., & Gardner, G. J. (2017). Fast and furious (at publishers):

the motivations behind crowdsourced research sharing. College &
Research Libraries, 78(2).

e Guajardo,R., Hamparian, D., Katz, P. (2018). Partnering with Vendors to
Limit Compromised User Accounts. The Serials Librarian, 74:1-4, 119-
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...Resources and References

e Pitts, A. (2018, Sept 18). Guest Post: Think Sci-Hub is Just Downloading
PDFs? Think Again. [Blog post] Retrieved from
https://scholarlykitchen.sspnet.org/2018/09/18/guest-post-think-sci-hub-
Is-just-downloading-pdfs-think-again/?informz=1

o Post Based on Panel Discussion at the Society for Scholarly
Publishing Annual Meeting 2018. Retrieved from
https://youtu.be/W53YU99MS04

e Sanchez, E., & Russell, C. (2016). Sci-Hub unmasked: Piracy,
information policy, and your library. College and Research Libraries
News.
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https://scholarlykitchen.sspnet.org/2018/09/18/guest-post-think-sci-hub-is-just-downloading-pdfs-think-again/?informz=1
https://youtu.be/W53YU99MS04

...Resources and References

e Swartz, A. (2008). Guerilla open access manifesto. Online-
Ressource,Retrieved from
https://ia800605.us.archive.orq/15/items/GuerillaOpenAccessManifesto/G

oamjuly2008.pdf
e Travis, J. (2016). In survey, most give thumbs-up to pirated papers.

Science, 6.
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Questions?
Similar stories to share?
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Bc?c?zl?unce SHARING thank yOu
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Bye everyone!
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