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Privacy & Records Retention

Why is it important

to ensure the privacy of

ILL request histories?

Beth Posner



Why Keep ILL Records?

ƺ Librarians can use data for statistical 

analysis/decisions/customer service

ƺ Vendors want to provide users with 

customization and convenience

ƺ Library users may want an easy way to 

see what they have requested

Why Delete/Delink ILL Request Histories?

ƺ Patron Privacy 

ƺ Database Size



Data privacy in our lives...and in the news



ALA Library Bill of Rights

http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy

http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy


Library Privacy Checklist - Overview

Library Privacy Checklist for Library Management Systems/Integrated Library Systems



What happens to ILL user request 

histories now?

ǒOCLC privacy & retention (backups)

ǒWSILL

ǒTipasa

Tony Melvyn



Some libraries are very concerned 

about Patron privacy

ÅWe have lost several ILLiad and WS ILL contracts to 

federal libraries due to privacy issues

ÅOCLC is working hard to gain FedRamp compliance

ÅOur non-US libraries are concerned about their patronôs 

privacy held in the United States

ÅThe Patriot Act of 2001 began OCLCôs move to patron 

privacy



Before there was an OCLC privacy policy

In the early 90ôs OCLC was contacted by the FBI

Å A library had lent a book about a serial killer to another library

Å The book came back and it contained several newspaper 

clippings about a serial killer on the loose in the city from the 

library that requested the book

Å The lending library contacted the FBI

Å The lender did not remember the transaction ID

Å The FBI subpoenaed OCLC for the request data

Å With some work we were able to locate the transaction

Å We provided this data to the FBI



Patron Privacy efforts at OCLC

ÅStarted after 911 and the Patriot Act of 2001

ÅMany non-US libraries concerned about their patron data 

held in Dublin, Ohio

ÅMany US libraries also concerned about patron privacy

ÅOCLC Legal and OCLC Security began to audit our 

privacy policy

ÅThere were no policies



Patron privacy initiative started in early 2000

for WCRS/WS ILL

ÅStarted with purging any patron data that could identify a 

patron
ïPatron ID

ïPatron Name

ïPatron Address

ïPatron phone

ÅThese data fields were purged when the request went 

from active to closed

ÅOnly Patron Department and Status remained



Patron privacy initiative started in early 2000

for WCRS/WS ILL

ÅNext initiative was to purge these patron fields from the 

Archive (completed ILL transactions)

ÅFive years worth of data over 40 million transactions

ÅThe purge took place over a weekend and took several 

hours to complete



Patron privacy initiative started in early 2000

for WCRS/WS ILL

ÅWe then moved to stop sending patron data to the lender

ÅFinally we removed the patron identifiable fields in OCLC 

Usage Stats



Patron privacy ILLiad

ÅILLiad maintains a local patron database

ÅThe library determines if and how to deal with patron 

privacy

ÅEven OCLC hosted server libraries set their policy

ÅOnly when ILL transactions are sent to OCLC is the 

patron data purged



Patron privacy Tipasa

ÅTipasa follows all patron privacy requirements that WS 

ILL follows
ïCompleted requests 

ïStats

ÅTipasa patron account however is not purged
ïTipasa patrons will have access to their own requests regardless 

if they are active or closed

ïFive years or 500 requests whichever comes first



OCLC and Patron Privacy

Å OCLC continues to monitor and review security and 

privacy issues for the membership.



How can we delete/delink ILL 

user request histories in ILLiad?

Our experiences

ïOCLC hosted? Just ask!

ïILLiadôs Database Manager

Beth Posner & Christine Sisak 



How to Start: OCLC and Delinking Records

The Graduate Centerôs Project Timeline

ÅLibrary blog post: ñKeep your ILL History Privateò, October 6, 2015

ÅAlert on ILLiad login page: October 22, 2015

ÅMass email to ILLiad customers: November 17, 2015

ÅSent parameters and desired execution time to OCLC: December 8, 2015 (Keeping last three years)

ÅLibrary blog post: ñSave your Historyé by Dec 31, 2015ò, December 15, 2015

ÅConfirmed with OCLC the SQL script was ready to go: December 16, 2015

ÅDecoupling script executed: January 12, 2016

ǒ We did this again in January 2017 and by June 2017 we will be keeping one year of requests.



Dear é

In order to keep ILL request information as private as possible, this January we will be ñdecouplingò ILL requests in our ILLiad database. This means that we will be separating 

information about request titles from information about who requested them. (This policy change is motivated by the idea thatli braries should not keep more information about 

their usersô requests than necessary.)

Previously, you could find a list of everything you ever requested through ILL by logging into your ILL accountand clicking on View > All Requests (which includes items 

currently checked out) or View > Request History. While this can serve as a useful record, in the future, if you want to keepa copy of your request history, then please download 

your requests using the instructions below. We will continue to keep all requests from 2013forward until further notice; eventually we will only keep a rolling history of one year 

or less, though, in order to help ensure that ILL requests remain confidential.

If you do want to save a list of all your ILL requests, though, just follow these simple stepséby December 31, 2015.

1. Login to yourGC ILL account.

2. Click on View > Request History on the left, which will give you all your finished ILL requests. (OR click on ñAll Requestsò which gives you current requests, as well.)

3. Highlight the fields from ñTransaction Numberò to ñStatusò and drag down to highlight your entire list

4. Right click to Copy

5. Open an Excel worksheet

6. Click on the first cell, then right click to Paste, choosing the second icon (Match Destination Formatting).

7. Adjust your column widths, save your file, and youôre done!

And, if you have any questions, please contact us at ill@gc.cuny.edu

Thank you,

Beth Posner

Head of Library Resource Sharing

The Graduate Center, CUNY

Communication is key!

https://gc-cuny.illiad.oclc.org/illiad/logon.html
https://gc-cuny.illiad.oclc.org/illiad/logon.html


Download and Storage of Targeted Records

1. Run a Custom Query in ILLiad to gather all past transaction data.

2. Click Save







DYI - The Database Manager



What is the Database Manager?

ǒ Delete Transactions

ƺ Imported OCLC  data

ƺ Associated emails - receipt notifications, overdues, fines, etc.

ǒ Delete Patrons

ǒ Block Patrons



Where is it?

https://prometheus.atlas-sys.com/display/illiad/ILLiad+8.7+Downloads

https://prometheus.atlas-sys.com/display/illiad/ILLiad+8.7+Downloads


Back-up your database!

1. Hosted

2. Self-Hosted

https://prometheus.atlas-sys.com/display/illiad/Scheduling+Regular+Backups+of+your+ILLiad+Database

https://prometheus.atlas-sys.com/display/illiad/Scheduling+Regular+Backups+of+your+ILLiad+Database


You clicked the icon and then this happened...


