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OCLC Developer Network APl Workshops

« Covering functionality, use cases, demonstrations, and
discussion

1. WorldCat Metadata API: http://oc.lc/metadata-api-workshop

2. WorldCat knowledge base API: http://oc.Ic/kb-api-workshop
3. Web Service Keys for APls

4. Coming soon! Stay tuned to

http://www.oclc.org/developer/news
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Workshop Goals

* Describe OCLC’s WSKey system and Oauth 2.0

implementation

» Walk through sample code to demonstrate how to

iImplement authentication
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* Intro to API Keys @ OCLC

- what are they

- how to request a key
- who can get one

« APl keys are a hassle. Why all the bother?
« OCLC's OAuth Implementation:

- HMAC Signatures
- OAuth 2 Login Flows

« OCLC Auth Libraries
e Q&A
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What are WSKeys?

Web service keys, or WSKeys, are the primary method
used for authenticating and authorizing

interactions with web services

available on the OCLC WorldShare Platform. WSKeys
authenticate clients sending requests to web
services, in effect, creating a “secure pipe”
between a remote client and the data and
functionality available on the Platform.

http://oclc.org/developer/platform/authentication/what-wskey
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How do | get one?
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SANDBOX KEYS
* Available to anyone

* Typically associated with a faux
institution/library

* Promoted as widely as possible
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PRODUCTION KEYS

 Member libraries with access to

a corresponding OCLC system/
service

 Partners that sign a business
arrangement with OCLC that
promotes our member libraries
or extends their services



L)

Luxor - no hassle by effeietsanders
http://www.flickr.com/photos/9435171@N03/3442747532/
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What are we securing?

Protected data

* Financial information
» Personally identifiable information

* Protected data
(e.g., governed by HIPPA or FERPA)

 Business data
giving it away for free
removes the funding that creates it
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Protected activities

 Borrow an item
from a peer institution as an ILL request

* Place a hold
for an item so a patron can have it
held for pickup

« Set a holding

in WorldCat for an institution



HTTP 401: Authentication Required
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As an agile user story: Authentication Required

As a cataloger

When I work in my library's ILS
I want to save records and set holdings in WorldCat
So that my WorldCat holdings are up to date in real time
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API Key System Requirements

1. Strong authentication: ability to prove
1dentity of a client

2. Optional ability to attribute activity to
a user

3. Enable configuration by clients so code

can be shared among OCLC's Developer
Network community

@ OCLC The world’s libraries. Connected.



What is Strong Authentication?

In the context of WSKey & web services
a process In which a client's

identity is verified
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What Are We Authenticating?

| V! Susrinseny by
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What does it mean to
authenticate an application

rather than a human?
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How does this work?

OAuth

An open protocol to allow secure authorization in a
simple and standard method from web, mobile and
desktop applications.

http://oauth.net/

Also Used By
Google, Amazon, Facebook, Twitter, Salesforce.com
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Digital Signatures

OAuth uses digital signatures instead of sending
the full credentials (specifically, passwords) with
each request. Similar to the way people sign
documents to indicate their agreement with a specific
text, digital signatures allow the recipient to verify
that the content of the request hasn’t changed in
transit. To do that, the sender uses a mathematical
algorithm to calculate the signature of the request and
iIncludes it with the request.

http://hueniverse.com/oauth/quide/security/
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llliad has an OCLC WSKey with a key and a secret
and is going to POST some data to the URL

https://worldcat.org/ILL/request/data/001?inst=128807&format=XML

1) Format a message

Ve

10rMoavKif3WTJ4Lk72wN5xvYmSCjBrWkCscR2euXBfa7ch
1370271657
340916606649368573856547140024

POST
www.oclc.org
443

/wskey
format=XML
inst=128807

N EEEEE——E————————————
2) Use an encryption algorithm to sign the message

digest = HMAC-SHA256 ( wskey secret, formatted message )
signature = base64 ( digest )



hK4vHMAIzdv4imCI9sR8clh
dD7kHGgUj2rQ9eOMWvI7 c=



ILLiad —— Send Request — OC LC

web service

—
URL: https://worldcat.org/ILL/request/data/001?inst=128807&format=XML
Data:

<entry xmins="hetep://ms wl.org/2005/Atom"™>
<id» http://worldcat.org/ILL/request/data/8Q1 «/id»
<link Arefe"nttp://morldcat. org/TLL/ request/data/01" rele"self />
<content type="opplication/xs
<ill-reguest 15="001">
<borrower>0CPSB</borrower>
<lender>GIN</1ender>
<0C i cNumber> 38780581 </ocl chumber>
</{11-request>
</content>
</entry>

>

Key: 10rMoavKE3WTJ4Lk72wN5xvY¥mSCjBriWkCscR2euXBfa7ch

Signature: hK4vHMAIzdv4mCI9sR8clhdD7kHGgUj2rQ9eOMWvI7c=

Note: WSKey secret is NOt sent



4 N\ 4 N\
ILLiad |
web service
—
Generates & Sends Receives & Generates
hK4vHMAIzdv4mCI9sR8clhdD7kHGgUj2rQ9eOMWvI7c= hK4vHMAIzdv4mCI9sR8clhdD7kHGgUj2rQ9eOMWvI7c=
Match

+

| know this is ILLiad running at the
University of Wisconsin-Madison

No Match

| cannot verify the identity
of a known client
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Setup: configuration file

# config.yml

key: 'my-api-key-for-worldcat-metadata-api'
secret: 'apli-key-secret'

principal id: 'principal-id-for-user'

principal idns: 'namespace-for-principal-1d’
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Script: read a bib resource in the WorldCat Metadata API

L00 . .2, read biburb — ocic-uth-etadats -0l

M) v reed bt |

SNV, WN -

22
23

require "yoml'
require ‘net/ntep’
require "oclc/outh’

# Read the configurotion file and construct the WSKey object
CONFIG = YAML::load(File.read("config.yml™))

‘mskey = DCLC::Auth: :WSKey.new(CONFIGL "key'), CONFIG['secret'))

# Prepare the URL for the webd service
url = "https://worldcat.org/bib/data/8235205537" +

‘classificotionScheme«libroryOfCongressiholdinglibrarylode<MAIN'

urt = URI,parse(url)

# Construct the HTTP request object ond configure the request
# by setting the Authorizotion header with an HMAC signature
request = Not::HTTP::Get.new(uri.request_uri)
request["Authorization'] « wskey.hmac_signoture('GET', url,
:principal_id > CONFIG['principal_id"],
rprincipol_idns => CONFIG['principal_idns'))

# Execute the HTTP request and save the response
http = Net::HTTP.nem(uri.host, uri.port)
http.use_ssl = true

24 o) response - http.start do Ihtipl

25

http.request(request)

260 end

27
28
29

Une 39 Columne 19 O Ruby on Raile

# Print the XML from the HTTP response
puts response.body|

$OY SoRTae 20—
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OCLC is providing this
code for demonstration
purposes and on an "AS
IS" BASIS, WITHOUT
WARRANTIES OR
CONDITIONS OF ANY
KIND,

either express or implied,
including, without limitation,
any warranties or
conditions of TITLE, NON-
INFRINGEMENT,
MERCHANTABILITY, or
FITNESS FOR A
PARTICULAR PURPOSE.
You are solely responsible
for determining the
appropriateness of using
the code and assume any
associated risks.



Script: read a bib resource in the WorldCat Metadata API

require 'yaml'
require 'net/http’
require 'oclc/auth’

¥ Read the configuration file and construct the WSKey object
CONFIG = YAML::load(File.read("config.yml"))
wskey = OCLC::Auth: :WSKey.new(CONFIG['key'], CONFIG['secret'])

OOV E WN -

# Prepare the URL for the web service

10 url = 'https://worldcat.org/bib/data/8235205537?"' +

11 'classificationScheme=LibraryOfCongress&holdinglibraryCode=MAIN'
12 uri = URI.parse(url)
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Script: read a bib resource in the WorldCat Metadata API

13

14 # (Construct the HTTP request object and configure the request
15 # by setting the Authorization header with an HMAC signature
16 request = Net::HTTP::Get.new(uri.request_uri)

17 request['Authorization'] = wskey.hmac_signature('GET', url,

18 :principal_id => CONFIG['principal_id'],

19 :principal_idns => CONFIG['principal_idns'],
20 :debug => true)

21
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Script: read a bib resource in the WorldCat Metadata API

21

22 # Execute the HTTP request and save the response
23 http = Net::HTTP.new(uri.host, uri.port)

24 http.use_ssl = true

25 response = http.start do Ihttpl

26 http.request(request)

27 end

28

29 ¥ Print the XML from the HTTP response

30 puts response.body
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Authorization Header

http://www.worldcat.org/wskey/v2/hmac/vl
clientId="dz4ES5H4gHHOs /13zgL4AnmgFukywjcpT",
timestamp="1388070167",
nonce="823447109980249433838713549541™",
signature="EF8s590g078Uzrh0CxM97JaRL1JzEO0rESZQ="",
principalID="201dd-bl97-42el-bd36-9fecadl4ad",

principalIDNS="urn:oclc:wms:da"

HMAC signature slightly modified for readability: new lines added before each key/value pair and the clientld, signature and
principallD were shortened/scrubbed.
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OCLC::Auth::WSKey#hmac_signature

191 ¥ Generotes ¢ digitel signoture for ¢ given reguest occording to the OAuth MMIC specificaotion
182 s

193 2 [http_method] the HTTP method, GET, POST, PUT, DELETE
104 £ [url] the URL the request will be mode to

105 ¥ [options] ¢ hash of optionel porometers described below
196 v

187 Z Options

108 P

189 £ [principal_id] the ID that represents ¢ user

119 ¥ [principol_idns] the ID namespoce conteéxt for the user
1110 def hmoc_signoature(http _method, wrl, options = {})

112 reqg_tisestorp = timestosp

113 regnonce = nonce

114 signature _bose « signature _base string(req timestomp, req _nonce, http _method, url)
115

116 outh « *"

117 auth 4= “2{schere_url} *

118 outh += “clientlde’\"#{client _id}\", "

119 outh += “"timestospe\"f{reg. timestompl}\*, "

129 outh += “nonces\"#{req_nroncej\", *

121 outh += “signatures=\"2{signoture(signature_base)}\""
122

1230 if options[:principal_ id] ond options[:principal_idns]
124 urt « LRI, parseurl)

1250 {f uri.query

126 paroms = (G1::parse(uri.guery)

127 o unless porass. has _key?(“principallD®)

128 outh += ", principalIDe\"f{cpticns[ :principal _1d]}\", prinCipol IDNS«\"¢{cptions[ principal _idns]}\ "
90 end

1IN0 end

1310 end

132 outh

330 end
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OCLC::Auth::WSKey#hmac_signature

PATTERN EXAMPLE

{API Key} 10rMoavKEf3WTJ4Lk72wNvYmSCB
{Unix Timestamp} 1370271657

{nonce} apo3r7md7£fjyn

{request body hash}

{request HTTP method} POST

www.oclc.org www.oclc.org

443 443

/wskey /wskey

{request URL param(s)} format=XML
inst=128807
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OCLC::Auth::WSKey#hmac_signature

def signature( base_string )
digest = OpenSSL::Digest::Digest.new( 'sha256' )
hmac = OpenSSL::HMAC.digest( digest, @secret, base_string )
Baseb4.encodeb4( hmac ).chomp.gsub( /\n/, "' )

end
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Signature = Strong Authentication

1. Produced a message describing the client/
sender and the request it wants to make

2. Encrypted the message in a way only the
client and OCLC can verify the message 1is
authentic
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Signature = Strong Authentication

require 'oclc/auth’
wskey = OCLC: :Auth: :WSKey.new('key', 'secret')

wskey.hmac_signature('GET', url,
:principal_id => 'principal-id’,
:principal_idns => 'principal-idns')

OCLC is providing this code for demonstration purposes and on an "AS [IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied,
including, without limitation, any warranties or conditions of TITLE, NON-
INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE.
You are solely responsible for determining the appropriateness of using the code and
assume any associated risks.
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Authorization Server
&
Access Tokens
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Access Tokens

Authorization: Bearer tk_HYKExLuOByQ2CoOQjPq
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Access Tokens

1. Are obtained by a client with a WSKey

2. Are limited to specific OAuth “scope(s)”

for OCLC a scope = a web service

3. Are time sensitive
typically will expire after 20 minutes

4. Are granted to the client
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Explicit Authorization Code

Your Appdication BEERREEES ! : OCLC OAath 20

AU nzaon
Setver

http://www.oclc.org/developer/platform/explicit-authorization-code
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Explicit Auth Use Cases

WorldShare Management System

» Integrating campus portal with patron account info

» Integrating acquisitions data with financial/billing system
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Explicit Authorization Code: Reference Example

https://github.com/

OCLC-Developer-Network/oclc-auth-ruby
#example-sinatra-classic-style-app-protected-

by-an-oauth-2-explicit-authorization-login
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Steve Meyer

meyerst@oclc.org

Questions?
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Resources

* Authentication and Authorization documentation

- http://oclc.org/developer/platform/authentication-documentation

* How to request a WSKey

- http://oclc.org/developer/platform/authentication/how-request-wskey

* Assistance

- DevNet@oclc.org
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Get Started

- Sign up for a WorldCat account

« http://worldcat.org

- Request a WSKey in OCLC Service Configuration

« https://worldcat.org/config

» Join the OCLC Developer Network and listserv

- www.oclc.org/developer/reqister

- http://oc.lc/subscribewc-devnet-|
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