
Memento:
Time Travel for the Web

http://www.mementoweb.org

Herbert Van de Sompel – hvdsomp@gmail.com
Michael L. Nelson – mln@cs.odu.edu

The Memento Experiment was partly funded
by the Library of Congressby the Library of Congress

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



Acknowledgments

• At the Los Alamos National Laboratory, Prototyping Team:

o Robert Sanderson
o Lyudmilla Balakireva

Harihar Shankaro Harihar Shankar

• At Old Dominion University, Web Science and Digital Library 
R h GResearch Group:

o Scott Ainsworth

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



http://www.newscientist.com/article/dn18158-
timetravelling-browsers-navigate-the-webs-past.htmlg g p

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



http://radar.oreilly.com/2009/11/four-short-links-18-
november-2.html

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



http://story.chinanationalnews.com/index.php/ct/9/cid/d8
05653303cbbba8/id/566360/cs/1/

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



Looking at the Past can be Fun

Feb 14 2006

Ch f h t i tiCheney prays for hunt victim
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Looking at the Past can be Fun

Feb 14 2006

P Att k ChPress Attacks Cheney

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



And Memento wants to make it Easy
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W3C Web Architecture: Resource – URI - Representation
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W3C Web Architecture: Resource – URI - Representation

dereference content negotiationdereference content negotiation
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Resources
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Resources have Representations
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Resources have Representations that Change over Time
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Only the Current Representation is Available from a Resource
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Old Representations are Lost Forever
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There is no Time Dimension to HTTP, the Web

Resource state may evolve over time. Requiring a y g
URI owner to publish a new URI for each change in 
resource state would lead to  a significant number 
of broken references For robustness Webof broken references. For robustness, Web 
architecture promotes independence between an 
identifier and the state of the identified resource.

From: The Architecture of the World Wide Web, 
http://www w3 org/TR/webarch/http://www.w3.org/TR/webarch/
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Archived Resources Exist
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Archived Resources
Sep 11 2001, 20:36:10 UTC Dec 20 2001, 4:51:00 UTC

http://web.archive.org/web/20010911203610/http://ww
w.cnn.com/ archived resource for http://cnn.com

http://en.wikipedia.org/w/index.php?title=September_1
1_attacks&oldid=282333 archived resource for 

http://en.wikipedia.org/wiki/September_11_attacks
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Finding Archived Resources

Go to http://www.archive.org/ and search
http://cnn.com

On http://web.archive.org/web/*/http://cnn.com, select 
desired datetime
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Finding Archived Resources

Go to 
http://en.wikipedia.org/wiki/September_11_attacks

and click History
Browse History
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Navigating Archived Resources
Dec 20 2001, 4:51:00 UTC current

Pentagon

http://en.wikipedia.org/w/index.php?title=September_1
1_attacks&oldid=282333 archived resource for 

http://en.wikipedia.org/wiki/September_11_attacks3 http://en.wikipedia.org/wiki/The_Pentagon
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Navigating Archived Resources
Sep 11 2001, 20:36:10 UTC Sep 11 2001, 21:38:55 UTC

SPACE

http://web.archive.org/web/20010911203610/http://ww
w.cnn.com/ archived resource for http://cnn.com

http://web.archive.org/web/20010911213855/www.cnn.
com/TECH/space/
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Current and Past Web are Not Integrated

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



This is Where Memento comes in …

Oct 11 2009, 05:30:33 UTC 
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This is Where Memento comes in …

Oct 11 2009 00:00:01 UTC

From LANL and ODU 
transactional archives

Oct 11 2009, 00:00:01 UTC 

Oct 10 2009, 18:00:01 UTC 

Oct 10 2009, 16:00:01 UTC 

Oct 11 2009 05:30:33 UTC

http://lanlsource.lanl.gov/hell
o 

Web Archiving Oct 11 2009, 05:30:33 UTC 
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This is Where Memento comes in …

Oct 01 2009 16:30:00 UTC

From Wikipedia History

Oct 01 2009, 16:30:00 UTC 

Oct 11 2009 05:30:33 UTC

http://en.wikipidea.org/wiki/
Web_Archiving

Robots Exclusion Protocol Oct 11 2009, 05:30:33 UTC 
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This is Where Memento comes in …

Sep 15 2009 20:49:00 UTC

From Wikipedia History

Sep 15 2009, 20:49:00 UTC 

Oct 11 2009 05:30:33 UTC

http://en.wikipidea.org/wiki/R
obots_exclusion_protocol

Robots Exclusion Oct 11 2009, 05:30:33 UTC 
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This is Where Memento comes in …

Nov 09 2007 06:21:04 UTC

From Internet Archive

Nov 09 2007, 06:21:04 UTC 

Oct 11 2001 05:30:33 UTC

http://www.robotstxt.org/
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How does Memento do This?

In order to help understand how Memento introduces 
time travel for the Web, we present a brief recap of 
Transparent Content Negotiation (conneg) in HTTP.

RFC 2295. Transparent Content Negotiation in HTTP, 
http://www.ietf.org/rfc/rfc2295.txtp g

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



HTTP GET on URI A
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GET with conneg on URI T – Server Choice – 200 OK
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GET with conneg on URI T – Server Choice – 302 Found – Step 1

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



GET with conneg on URI T – Server Choice – 302 Found – Step 2
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GET with conneg on URI T – Server List – 406 Not Acceptable
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The Memento Solution

Now, we are ready to introduce the components of y
the Memento Solution:

• Content Negotiation in the datetime dimension• Content Negotiation in the datetime dimension.
• An API for archives that allows requesting a list of 

all archived versions it holds for a given URI. g
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Terminology Intermission

We introduce the term  Memento to refer to an 
archived version of a resource. 

A Memento for a resource URI-R (as it existed) 
at time ti is a resource URI-Mi [URI-R@ti] for 
which the representation at any moment 
past its creation time t is the same as thepast its creation time tc is the same as the 
representation that was available from URI-
R at time ti, with tc <= ti. Implicit in this 
definition is the notion that, once created, a 
Memento always keeps the same 
representation.

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



DT-conneg: Content Negotiation in the datetime dimension

• RFC 2295 introduces conneg in the following dimensions: media 
type, language, compression, character set, e.g.:

Accept-Language: en-US

• Memento introduces conneg in the datetime dimension:Memento introduces conneg in the datetime dimension:
X-Accept-Datetime: {Mon, Oct 12 2009 
14:20:33 GMT}

• This means that somewhere, we will need transparently 
negotiable resources to get to appropriate Mementos.

• This will be discussed for 2 classes of servers.
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Class 1 Servers: With Internal Archival Capabilities

• This type includes:
o Content Management Systemsg y
o Version Control Systems
o TTApache

Servers that archive resource representations in the cloudo Servers that archive resource representations in the cloud 
and keep track of the URIs and datetimes of remotely 
archived resources.

• These servers have all the essential information (URI-Ms, and 
associated datetimes) to respond to a DT-conneg request.
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Dec 20 2001, 4:51:00 UTC

Dec 31 2004 20:46:00 UTC
current

Dec 31 2004, 20:46:00 UTC

http://en.wikipedia.org/wiki/
September_11_attacks

Dec 20 2008, 22:21:00 UTC

http://en.wikipedia.org/w/index.php?
titl S t b 11 tt k & ldid 259237305
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Mementosoriginal 
resource
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DT-conneg with URI-R to get URI-M

original 
resource Mementos

transparentlytransparently 
negotiable 
resource

variant
resources
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Terminology Intermission

We introduce the term  TimeGate to refer to a 
transparently negotiable resource that supports the 
datetime dimension.

A TimeGate for an original resource URI-R is a eGa e o a o g a esou ce U s a
transparently negotiable resource URI-
G[URI-R] for which all variant resources are 
Mementos URI-Mi[URI-R@ti] of the resource 
URI R Since multiple archives may hostURI-R. Since multiple archives may host 
versions of URI-R, multiple TimeGates may 
exist for any given resource, i.e. one per 
archive.
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DT-conneg with URI-G/URI-R to get URI-M

Mementosoriginal 
resource

same

transparentlytransparently 
negotiable 
resource

variant
resources

TimeGate

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



Servers With Internal Archival Capabilities: Successful Flow
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Servers With Internal Archival Capabilities: Other Scenarios

See http://www.mementoweb.org/guide/http/local

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



Class 2 Servers: Without Internal Archival Capabilities

• This type includes:
o Servers that are crawled by a web archivey
o Servers with an associated transactional archive

• These servers do not have the essential information (URI Ms• These servers do not have the essential information (URI-Ms, 
and associated datetimes) to respond to a DT-conneg request.

B t th till b ll t ti b di ti (HTTP 302)• But they can still be really constructive by redirecting (HTTP 302) 
a client to an archive that can respond to the DT-conneg request.
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Oct 04 2009, 12:00:01 UTC

current

Oct 10 2009, 12:00:03 UTC

http://lanlsource lanl gov/http://lanlsource.lanl.gov/
hello

http://mementoarchive.lanl.gov/store/ta/20091021
120001/http://lanlsource lanl gov/hello

Oct 21 2009, 12:00:01 UTC

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009

120001/http://lanlsource.lanl.gov/hello



original 
resource

Mementos
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DT-conneg with URI-G to get URI-M

original 
resource

variant
resources

Mementos

transparently 
negotiable 

TimeGate

resource
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DT-conneg with URI-G to get URI-Mredirect

original 
resource

variant
resources

Mementos

transparently 
negotiable 

TimeGate

resource
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How to redirect from Original Resource to its (external) TimeGate

• Q1: Which archive to redirect to?

o The archive with the best coverage for the server at hand.
- There are quite a few nuances, here.

Always redirect to an Aggregator (see later)o Always redirect to an Aggregator (see later)

• Q2: What is the TimeGate URI-G for URI-R on the chosen 
hi ?archive?

o Convention for syntax of URI-G as function of URI-R.
- http://web.archive.org/web/timegate/http://cnn.com

o Always redirect to an Aggregator (see later)
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Servers Without Internal Archival Capabilities: Successful Flow
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Servers Without Internal Archival Capabilities: Other Scenarios

See http://www.mementoweb.org/guide/http/remote
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HTTP Response Headers for DT-conneg: Datetime Ranges

• X-Archive-Interval: Indicates the entire datetime interval 
for which the archival server has Mementos for URI-R.

• X-Datetime-Validity: Indicates the datetime interval during 
which the provided representation was valid.

o Can reliably be provided by transactional archives, CMS, …
o Can typically not reliably be provided by crawler-based 

archives.
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The Memento Solution

We have covered this component of the Memento 
Solution:

• Content Negotiation in the datetime dimension• Content Negotiation in the datetime dimension.

Now up to the next one:p

• An API for archives that allows requesting a list of 
all archived versions it holds for a given URIall archived versions it holds for a given URI. 
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Why an API?

• Mementos for any given 
URI-R are distributed 
across archives.

• In order to get a correct g
perspective of available 
Mementos, different 
archives need to be 
consulted. 

• Can do so in distributed 
consultation mode 
(slooow), or by 
consulting an 
aggregator. 



Terminology Intermission

We introduce the term  TimeBundle to refer to a 
resource via which an overview of all Mementos for 
an original resource URI-R is available.

A TimeBundle for a resource URI-R, is a e u d e o a esou ce U , s a
resource URI-B[URI-R] that is an 
aggregation of:

(a) All Mementos URI Mi [URI R@t ] available(a) All Mementos URI-Mi [URI-R@ti] available 
from an archive, 

(b) The archive's TimeGate URI-G for URI-R, 
(c) The original resource URI-R itself.( ) g
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Memento DT-conneg component
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Memento DT-conneg component
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Memento DT-conneg component Memento discovery component
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HTTP Response Headers for DT-conneg: All Mementos

• Alternates: RFC 2295 requires listing all variant resources.
o Impractical for DT-conneg: many variants may exist.
o Alternates lists limited amount of variants, centered on the 

datetime requested by the client.

• Link: To compensate for the incomplete list of variants in 
Alternates, an HTTP Link header points to the TimeBundle via 
which a list is available of all variant resources (Mementos), and 
their associated metadata.

• Example TimeMap in RDF/XML:p p
o http://www.mementoweb.org/guide/api/map1.rdf
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Memento DT-conneg component Memento discovery component
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All Mementos: For Discovery, Cross-Archive Services

• Archive uses common approaches to make 
TimeBundles/TimeMaps discoverable:

Sit Mo SiteMaps,
o Atom Feeds,
o OAI-PMH.

• Aggregator harvests and merges TimeMaps. Based on this 
information, the Aggregator exposes its own TimeGates.gg g p

o Cross-archive
o Finer datetime granularity

Better chances of matching a client’s datetime preferenceo Better chances of matching a client s datetime preference.
o Can become a shared target for redirection for many web 

servers. 
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The Memento Solution

We have covered both components of the Memento 
Solution:

• Content Negotiation in the datetime dimension• Content Negotiation in the datetime dimension.
• An API for archives that allows requesting a list of 

all archived versions it holds for a given URI. g

Up to some show-off now …

Memento: Time Travel for the Web
Herbert Van de Sompel, Michael L. Nelson

OCLC DSS, Dublin, OH - November 18 2009



The Memento Experiment

• Servers at LANL and ODU:
• Support of 302 redirect upon pp p

detection of DT-conneg header
• Redirection is to respective 

transactional archive per server. p
These servers support TimeGates, 
TimeBundles

• Great illustration of the distributed 
nature of the Memento approach.



current

http://lanlsource.lanl.gov/
hello

current current

http://lanlsource.lanl.gov/
pics/picoftheday.png

http:/odusource.cs.odu.edu/
pics/picoftheday.png

current current
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Oct 04 2009, 22:12:33 UTC

http://lanlsource.lanl.gov/
hello

Oct 04 2009 22:12:33 UTCOct 04 2009 22:12:33 UTC Oct 04 2009, 22:12:33 UTC

http://lanlsource.lanl.gov/
pics/picoftheday.png

http:/odusource.cs.odu.edu/
pics/picoftheday.png

Oct 04 2009, 22:12:33 UTC
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Oct 04 2009, 22:12:33 UTC

http://lanlsource.lanl.gov/
hello

Redirect to TimeGate LANL TA

Oct 04 2009 22:12:33 UTCOct 04 2009 22:12:33 UTC Oct 04 2009, 22:12:33 UTC

http://lanlsource.lanl.gov/
pics/picoftheday.png

http:/odusource.cs.odu.edu/
pics/picoftheday.png

Oct 04 2009, 22:12:33 UTC

Redirect to TimeGate LANL TA Redirect to TimeGate ODU TARedirect to TimeGate LANL TA Redirect to TimeGate ODU TA
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http://mementoarchive.lanl.gov/s
tore/ta/20091004120001/
http://lanlsource.lanl.gov/
hello

http://mementoarchive.lanl.gov/s
tore/ta/20091004180135/
http://lanlsource.lanl.gov/
pics/picoftheday png

http://mementoarchive.cs.odu.e
du/store/ta/20091004160013/

http:/odusource.cs.odu.edu/
i / i fth dpics/picoftheday.png pics/picoftheday.png
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The Memento Experiment

• Servers at Library of Congress:
• Support of 302 redirect upon pp p

detection of DT-conneg header
• Redirection is to an aggregator that 

support TimeGates, TimeBundles.pp ,
• Aggregator collects (dynamically, 

screen scraping) metadata from IA, 
Archive-It, WebCite, Canadian , ,
Archive.



current

http://digitalpreservation.gov
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Oct 04 2009, 22:12:33 UTC

http://digitalpreservation.gov
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Oct 04 2009, 22:12:33 UTC

http://digitalpreservation.gov

Redirect to TimeGate Aggregator
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Sep 28 2009, 17:14:05 UTC

http://digitalpreservation.gov

http://wayback.archive-
it.org/1610/20090928171405/

http://www.digitalpreservation.go
v
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The Memento Experiment

• Wikipedia:
• No support of 302 redirect upon pp p

detection of DT-conneg header
• Memento client intercepts the 

“unexpected” 200 OK response.p p
• Client requests from Wikipedia Proxy 

that supports TimeGates, 
TimeBundles.

• TimeGate on Wikipedia Proxy 
redirects client to Memento in 
Wikipedia.p

• Also created Memento plug-in for 
Mediawiki Adoption currently underMediawiki. Adoption currently under 
discussion. 
http://www.mediawiki.org/wiki/Extension:Memento



current

http://en.wikipedia.org/wiki/Clocks
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Nov 02 2007, 14:12:00 UTC

http://en.wikipedia.org/wiki/Clocks

Unexpected response. 
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Nov 02 2007, 14:12:00 UTC

http://en.wikipedia.org/wiki/Clocks

Client requests directly from 
TimeGate at Wikipedia Proxy p y
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Oct 31 2007, 21:03:00 UTC

http://en.wikipedia.org/w/index.php?
oldid=168376483
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Discussion: Memento and Lost Causes (1)

• URI-R vanishes, but the server that used to serve it is still 
operational: 

o In this case, the server should still issue the redirect to a 
TimeGate upon detection of the DT-conneg request. 

o This allows seamless access to a Memento of URI-R, even if 
the server no longer hosts the original. 
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Discussion: Memento and Lost Causes (2)

• A domain vanishes: 

o The client is looking for a current representation of URI-R that 
was hosted by the domain, but fails. 

o The client resorts to interaction with archives (or with a 
TimeBundle aggregator) and arrives at the most recent 
Memento of the resource. 
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Discussion: Memento and Lost Causes (3)

• A domain is taken over by a new custodian: 

o The new custodian adheres to other policies regarding which 
archive to redirect a DT-conneg request. 

o The client understands from the X-Archive-Interval 
returned by that archive of choice, that it does not cover the 
time range in which the previous custodian operated the 
domain. 

o The client resorts to interaction with other archives (or with a 
TimeBundle aggregator) and arrives at an appropriate 
Memento.
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Discussion: Memento and Caching

• Caches do not take X-Accept-Datetime header into account.

• Hence, in order to avoid retrieving current representation of URI-
R, caches between client and server (included) must be 
bypassed when doing datetime content negotiation.

• Currently enforced by:

o Cache-Control: no-cache => force cache revalidation 
o If-Modified-Since: Thu, 01 Jan 1970 00:00:00 
GMT => make sure that revalidation failsGMT  make sure that revalidation fails

• Clearly needs a more elegant solution.
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Discussion: Memento and Web Archives

• Web Archives rewrite URLs in archived pages, in order to avoid:

o Serving current representations of embedded resources;
o Linking to current representations of resources

• The upside: Archived pages are self-contained.

• The downside: Cannot navigate beyond the archive’s content• The downside: Cannot navigate beyond the archive s content, 
even if other archives may have archived version of embedded 
or linked resource.

• Would be interesting to explore novel strategies with this regard.
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If You Think Memento is Cool …

• Install Apache rewrite rule that redirects when X-Accept-
Datetime is present.

htt // t b /t l / ho http://mementoweb.org/tools/apache
• Implement Memento natively for a CMS platform.

o http://mementoweb.org/guide/http/local
• Join memento-dev Google Group

o http://groups.google.com/group/memento-dev
• Use ModifyHeaders FireFox extension to test.Use ModifyHeaders FireFox extension to test.
• Watch video

o http://www.youtube.com/watch?v=LnkBp-FfoJw
R d• Read paper

o http://arxiv.org/abs/0911.1112
• Soon: Memento FireFox plug-in.
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Memento wants to make Browsing the Past Easy

http://www.mementoweb.org
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